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Our appetite for 
advanced technology is 
rapidly exceeding our 
ability to protect it.
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Information technology is 
fragileand susceptibleto a 
wide range of threats 
including:

Ánatural disasters

Ástructural failures

Ácyber attacks

Áhuman errors
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Controlled Unclassified

Information

Supports federal missions 

and business functionsé

éthat affect the economic and 

national security interests of the 

United States.
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Protecting DOD Information
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What is the purpose of DFARS clause 252.204-7012?

ÅStructured to ensure that:

ïcontrolled unclassified DoD info residing on a contractorôs internal info system is 
safeguarded from cyber incidents. 

ïany consequences associated with the loss of this info are assessed and minimized 
via the cyber incident reporting and damage assessment processes.

ÅAlso provides single DoD-wide approach to safeguarding covered 
contractor information systems

ïprevent proliferation of multiple/potentially different safeguarding controlled 
unclassified information clauses, contract language by various entities across DoD.  
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ÅClause 252.204-7012 requires defense contractors and subcontractors to:

1. Provide adequate security to safeguard covered defense information (CDI) that resides on or is 

transiting through a contractorôs internal information system or network.                                                    

2. Report cyber incidents that affect a covered contractor information system or the CDI residing therein, 

or that affect the contractorôs ability to perform requirements designated as operationally critical 

support.

3. Submit malicious software discovered and isolated in connection with a reported cyber incident to the 

DOD Cyber Crime Center.

4. If requested, submit media and additional information to support damage assessment.

5. Flow down the clause in subcontracts for operationally critical support, or for which subcontract 

performance will involve CDI.

What is the DFARS Cybersecurity Requirement?
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What is ñadequate securityò?
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Contractors should implement, at a minimum, the security 
requirements in

NIST SP 800-171 rev 1 ñProtecting Controlled Unclassified 
Information in Nonfederal Information Systems and 

Organizationsò 

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf
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What is a "Covered contractor information systemò?  
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DFARS 252.204-7012(a): ñcovered contractor information systemò

ïñan unclassified info system that is owned, or operated by or for, a contractor 

and that processes, stores, or transmits covered defense info.ò  

ïA covered contractor info system is specifically an óóunclassifiedôô info system.

ï A covered contractor info system requires safeguarding in accordance with 

252.204-7012(b) because performance of the contract requires that the system 

process, store, or transmit CDI. 
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What do contractors need to do to ensure compliance with DFARS 

and when does this apply?  
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ÅDefense contractors are required by DFARS to provide adequate security 

on all covered contractor info systems. 

ÅDefense contractors must implement, at a minimum, the following 

information security protections:  

ïNIST SP 800-171 rev 1, as soon as practical, 

ïbut not later than December 31, 2017.  
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MEP 3-Step Process to Complying with DFARS Cybersecurity Requirements 
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ÅStep 1:  

ïDevelop System Security Plan

ÅStep 2:  

ïConduct Assessment

ïProduce Security Assessment Report

ÅStep 3:  

ïProduce a Plan of Action

System 
Security 

Plan

Security 
Assessment 

Report

Plan of 
Action 



MEP Overview

MEP 3-Step Process to Complying with DFARS Cybersecurity Requirements  
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ÅSTEP 1: Develop System Security Plan 

ÅSystem Security Plan Describes
ï the system boundary; 

ï the operational environment; 

ïhow the security requirements from SP 800-171 are implemented; and 

ï the relationships with or connections to other systems

ÅNo required format
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ÅStep 2: Conduct Assessment and Produce 
Security Assessment Report

ÅConduct Assessment 
ïDevelop Assessment Plan

ïConduct assessment against security requirements in NIST SP 800-171
ÅSelf-Assessment or

Å Third -Party

ïDetermined if security requirements are effective and operating as intended

ïSome requirements may not apply

ïAlternative but equally effective

ÅProduce Security Assessment Report
ïNo Required Format
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MEP 3-Step Process to Complying with DFARS Cybersecurity Requirements 


