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Understanding Information Security
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Our appetite for
advanced technologg
rapidly exceeding our
ability to protect Iit.
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Information technology @@=
fragileandsusceptibko a - 5%
wide range of threats :
Including:
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A natural disasters
A structural failures
A cyber attacks
A human errors
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Controlled Unclassified
Information

Supports federal missions
and business funct

e that affect the economic and
national security interests of the
United States.
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Protecting DOD Information

~—

A Lockheed Martin F-35B Lightning Il (U.S.) and a Shenyang J-31 (China)
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What Is the purpose of DFARS clause 2520022

A Structured to ensure that:

fcontrolled unclassified DoD 1 nfo
safeguarded from cyber incidents.

I any consequences associated with the loss of this info are assessed and
via the cyber incident reporting and damage assessment processes.

A Also provides single Dofe approach to safeguarding covered
contractor information systems

I prevent proliferation of multiple/potentially different safeguarding controlle
unclassified information clauses, contract language by various entities acr
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What Is the DFARS Cybersecurity Requirement?

A Clause 252.20912 requires defense contractors and subcontractors to:

1.

Providadequate secutitysafeguard covered defense information (CDI) that resides on or is

transiting through a contractoro6s i nternal
Report cyber incidents that affect a covered contractor information system or the CDI residing
or that affect the contractoros ability tc
support.

Submit malicious software discovered and isolated in connection with a reported cyber incider
DOD Cyber Crime Center.

If requested, submit media and additional information to support damage assessment.

5. Flow down the clause in subcontracts for operationally critical support, or for which subcontrac
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performance will involve CDI.
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What 1 s nadequate securityo?

Contractors should impleraeatminimyrthe security
requirements in

NISTSP8a@D /71 rev 1 nProtectin
Information in Nonfederal Information Systems and
Organi zati onso

http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.ERREIHO
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171r1.pdf

Wh at ] S a " Covered contractol

DFARS 252204012 (a) : nNcovered cont

I nan unclassified I nfo system t
and t hat processes, stores, oOr

I A covered contractor 1 nfo syst

I A covered contractor info system requires safeguarding in accordan
252.204012(b) because performance of the contract requires that ti

process, store, or transmit CDI.
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What do contractors need to do to ensure compliance with DFAI
and when does this apply?

A Defense contractors are required by DFARS tadwouitte security
on all covered contractor info systems.

A Defense contractors must implement, at a minimum, thesalgas
Information security protections:

I NIST SP 8aDr1 rev 1, as soon as practical, DECEMBER
i buthot later than December 31, 2017 3 1
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MEP &tep Process to Complying with DFARS Cybersecurity Requiremer

A Step 1
I Develop System Security Plan

System A Step 2.

Security

Plan of
Gl Plan I Conduct Assessment

/\ I Produce Security Assessment Report
> Security |

Assessment
Report A Step 3
I Produce a Plan of Action
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MEP &tep Process to Complying with DFARS Cybersecurity Requiremen

A STEP 1 Develop System Security Plan

Syster ’ A System Security Plan Describes
ecurity

Plan

Plan of
Action

the system boundary;

the operational environment;

how the security requirements from-3P18&@ implemented; and
the relationships with or connections to other systems

Security
Assessment
Report

.I.
.I.
.I.
.I.
A No required format
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MEP &tep Process to Complying with DFARS Cybersecurity Requiremer

A Step 2:Conduct Assessment and Produce
Security Assessment Report

A Conduct Assessment

I Develop Assessment Plan
System

Plan of - il i Conduct assessment against security requirements in NIST SP 800
Action ecurity
Plan I\ A SelfAssessment or
Il A ThirdParty

I Determined if security requirements are effective and operating as in
I Some requirements may not apply
I Alternative but equally effective

A Produce Security Assessment Report

I No Required Format
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